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Information hiding is a technology to embed secret information into multimedia contents such as
still/moving images and audio signals in such a way where human recognition systems cannot detect
unnaturalness. It includes digital watermarking for copyright protection and digital fingerprinting for
avoiding illegal copying and distributing of merchandised digital objects. In information hiding, accuracy of
information extracting, high capacity, the robustness against any malicious attacks are strongly required
as well as the property called transparency which means that the quality of the digital objects should not
be deteriorated by the embedded information.

We are concerned with information hiding techniques based on spread spectrum technology used in
wireless communications. The model of information hiding is quite similar to that of spread spectrum
communications. For example, the communication channels and spreading sequences correspond to
original digital contents and shared secret keys in information hiding, respectively.

We have proposed information hiding strategies based on complete complementary codes which have
ideal correlation properties. The proposed method can be applied to audio signals as well as images. It has
been shown that the method can achieve the accurate extraction and high embedding capacity. We also
proposed the developed information hiding methods to various practical applications although information
hiding is usually employed as the means of copyright protection or avoiding illegal distributions in general.

One of such applications is a disaster prevention broadcasting system based on information hiding
technology. In this system, disaster information is embedded into siren sounds, audio announcements,
music and so on. Such audio signals carrying disaster information is broadcast from a loudspeaker, and
received by smartphones or mobile tablets. The embedded information can be extracted from the received
signal, and displayed on the screen of the receiver. The proposed system can work even under huge
disasters because it transmits the information by using sound signals only. It can utilize the existing
infrastructures, which realizes an inexpensive cost. Even hearing-impaired people can acquire disaster
information accurately and quickly. It is also expected that such a broadecasting system can be introduced
into shopping malls, galleries and museums to deliver various information to visitors.

We have recently proposed video learning materials based on information hiding techniques. These
materials can be employed in educational courses like MOOCs (Massive Open Online Courses) in order to
facilitate active learnings by students themselves. It is quite difficult for teachers to grasp each student's
progress exactly. In the proposed method, random secret markers are embedded into video materials. Such
markers can help teachers to grasp students' situations of study in real time, accurately and easily from
any places on earth.
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