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Post-quantum cryptography

Name TEZUKA Masayuki E-mail tezuka.m@tsuruoka-nct.ac.jp

Status | Assistant professor

The Institute of Electronics, Information and Communication
Engineers (IEICE).

Keywords Cryptography, Provable Security

Affiliations

= Security model for cryptographic schemes
Technical * Security analysis for cryptographic schemes via reduction technique
Support Skills | . Application of cryptography with advanced functionality
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Currently, sensitive information such as personal private information and financial ERLANIN
information is sent via the Internet. In order to realize a secure information

society, we need a technique for sending private information from a sender to a receiver &
without leaking any information about communication. Public key encryption serves

as a mechanism to ensure confidentiality.

The RSA cryptosystem proposed by Rivest, Shamir, and Adleman is widely used.

However, by using a quantum computer, the security of the RSA cryptosystem can be broken.
In recent years, the realization of quantum computers is an active study field in

computer science.

To prepare for a time when a quantum computer is realized, we study post-quantum
cryptosystems whose security cannot be broken by using a quantum computer.
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